i /A
(EECE S

TERAKERLER G &

bk ¢ 36 P L& R EB205%

HEsR A R

E3% 1 02-87711389

HE 1 02-27790374

Email : antidoping@tpe-olympic. org. tw

RXAE T ERBEERN T
EXBM P EREINSFIA0A

X EE B 0BT 210510007025 gﬁ%%i% W4 %
W LE g '&iﬂ% #»q )c{ g
5 B ARG RAR AR I ey

M : (1051000702-0-0. pdf)
ITE KM RESHBELH A G(WADAD)FMmETR » &
5/ EHE o

EACHFHETE AP AEHHE(TT) EHZEFHER S
Bk kR ERE AR R REHE Db

IR HE

#1R» #17



T Y
o wmcte




B ERREEE GBS WADA A TR IR ST B I R A BRI R

SR B AL AR S WADA) A AR B I EL A 4B Fancy Bear” SR AT
S T SEEAR R RSN - BE AL - RER
o 66 BEMBEEF - SRAEFIRE - e LA - 08K - 3% - 3%
B~ SR - SR - PR - S - N IR - VY R MRS -
BAEE  BEAR Ak LHIERR W - F5 - REK - H o - 840 4
5~ TR ~ MR MEER R  BBIR - BEEE - EE- A B g

ERIL S R B R AA DU R T WADA TE SRR HERE 8559 iE B Sy S 7 -
WADA SIS EER - HEGULABRU SEL THESE - R E I
BREH  REIPEARENE SRR T BEE 24N ADAMS) BT
& o RIFEARBEETWET - WADA BERIEEZHBEAGE EEEE
FUEBE S - TR ERRIVETE -

WADA 47T 4% Oliver Niggli {5 {REBAFEIMILZ A" Fancy Bear” AVEEEHAH
SuRl WADA 18R B R SEETRRINOHUETEY » B T B RiER sl -
ERELBEERE T RENEEESERIE -

BESD - SR SNRENIEF IR AR IR R (R (6 R S SR e i B B 3R Y
@& > WADA th-FLURIE - WADA RRIBTHIE SRR R U F SN ERR
PR ZEEE B - FRERES G ANETHESES - HEHR =18
PFISEREX - ORI B R R BT ESE, WADA #-—5 3R -
WADA REEIBBLBRTEVFER - BYBNERZIGFEHRE G HEA
BRI - Bl > WADA RIS E RS W L R i -

FHERE SEARNE




2016/8121 WADA Confirms Attack by Russian Cyber Espionage Group | World Anti-Doping Agericy

September 13, 2016

WADA Confirms Attack by Russian Cyber Espionage
Group

The World Anii-Doping Agency (WADA) confirms that a Russian cyber espionage group operator by the name
of Tsar Team (APT28), also known as Fancy Bear, illegally gained access to WADA's Anti-Doping
Administration and Management System (ADAMS) database via an International Qlympic Commiitee {IOC)-
created account for the Rio 2016 Games. The group accessed athiete data, including confidential medical data -
- such as Therapeutic Use Exemptions delivered by International Sports Federations (IFs) and National Anti-
Doping Organizations (NADOs) -- related to the Rio Games; and, subsequently released some of the data in

the public domain, accempanied by the threat that they will release more.

While it is an evolving situation, at present, we believe that access to ADAMS was obtained through spear
phishing of email accounts; whereby, ADAMS passwords were obtained enabling access to ADAMS account
information confined to the Rio 2018 Games. At present, we have no reason fo believe that other ADAMS data

has been compromised.

“WADA deeply regrets this situation and is very conscious of the threat that it represents to athletes whose
confidential information has been divulged through this criminal act,” said Olivier Niggli, Director General,
WADA. “We are reaching out to stakeholders, such as the IOC, IFs and NADOs, regarding the specific

athletes impacted,” he continued.

“WADA condemns these ongoing cyber-attacks that are being carried out in an attempt to undermine WADA
and the global anti-doping system,” said Niggll. “WADA has been informed by law enforcement authorities that
these attacks are originating out of Russia,” he continued. “Let It be known that these criminal acts are greatly
compromising the effort by the giobal anti-doping community to re-establish trust in Russia further to the

outcomes of the Agency's independent MclLaren Investigation Report,” Niggli continued.

WADA is taking this attack very seriously. The Agency extended its investigation with the relevant law
enforcement authorities; is conducting internal and external security vulnerability checks; and, is taking the

necessary measures to ensure that stakeholders securely manage ADAMS passwords and its usage.

This attack comes on the heels of the early August incident; whereby, Yuliya Stepanova’s password for

ADAMS was illegally obtained, which allowed a perpetrator to access her account on ADAMS. Ms. Stepanova

httpsiwww wada-ama.org/enm edia/news/2016-08/wada-confirm s-attack-by-russian-cyber-espionage-group 12
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was the key whistleblower for WADA's Independent Pound Commission that exposed widespread doping in

Russian athletics.
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September 14, 2016

WADA confirms another batch of athlete data leaked
by Russian cyber hackers ‘Fancy Bear’

The World Anti-Doping Agency {(WADA) confirms that the Russian cyber hackers, ‘Fancy Bear’ [aka Tsar
Team (APT28)] have leaked another batch of confidential athlete data from WADA’s Anti-Doping
Administration and Management System (ADAMS). Similar to the leak that the Agency announced on 13
September, this time the group released the confidential athlete data of 25 athletes, from eight

countries, into the public domain. The targeted athletes include ten from the United States, five from
Germany, five from Great Britain, one from the Czech Republic, one from Denmark, one from Poland, one

from Romania, and one from Russia.

As disclosed on 13 September, the group has illegally gained access to ADAMS via an Intemational Olympic
Committee (I0OC)-created account for the Rio 2016 Games, Confined to the Games, the account includes

such confidential medical data as Therapeutic Use Exemptions delivered by International Sports Federations
(IFs) and National Anti-Doping Organizations (NADOs). The group is releasing the data that it has obtained

from this account in batches.

“WADA is very mindful that this criminal attack, which to date has recklessly exposed personal data of 29
athletes, will be very distressing for the athletes that have been targeted; and, cause apprehension for all athietes
that were involved in the Rio 2016 Olympic Games,” said Olivier Niggli, Director General, WADA. “To those
athletes that have been impacted, we regret that eriminals have attempted to smear your reputations in this

way; and, assure you that we are receiving intelligence and advice from the highest level law enforcement and

IT security agencies that we are putting into action,” Niggli continued.

“Given this intelligence and advice, WADA has no doubt that these ongoing attacks are being carried out in
retaliation against the Agency, and the global anti-doping system, because of our independent Pound and
McLaren investigations that exposed state-sponsored doping in Russia,” Niggli continued. “We condemn this
criminal activity and have asked the Russian Govermment to do everything in their power to make it stop,” he
continued, “Continued cyber-attacks emanating from Russia seriously undermine the work that is being carried

out to rebuild a compliant anti-doping program in Russia."

htps:/fiwww wada-ama.org/en/mediaiews/2016-09wada-confirms-anather-balch-of-athlete-data-leaked-by-russian-cyber-hackers-fancy 174
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We still believe that access to ADAMS was obtained through spear phishing of email accounts; whereby,
ADAMS passwords were obtained enabling access to ADAMS account information confined to the Rio 2016

Games. We have no reason to believe that other ADAMS data has been compromised.

WADA is reaching out to NADOs and IFs whose athletes are impacted by this new data release so that they can

provide them with the necessary support,
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September 16, 2016

WADA statement regarding additional data leak via
Russian cyber hacker Fancy Bear

The World Anti-Doping Agency (WADA) confirms that, once again today, the cyber hacker Group “Fancy Bear”
released a batch of confidential athlete data on their website, which they illegally obtained from a Rio 2016
Olympic Games account of WADA's Anti-Doping Administration and Management System (ADAMS). This time,
they targeted eleven athletes that include three from Australia, one from Denmark, two from Germany, one from
Spain and four from the United Kingdom ~ from the sports of boxing, cycling, rowing, shooting, swimming and

tennis.

Yet again, the leaked data relates to confidential Therapeutic Use Exemptions (TUEs) delivered by Intermaticnal

Sports Federations (IFs) and National Anti-Doping Organizations (NADOs).

In the Group's Initial data releases, which WADA commented upon earlier this week, they threatened fo release
more data over time; and so, while this is regrettably unsettling for all involved, it is not unexpected and we must

be prepared for more.

With this in mind, stakeholders should know that WADA is being consulted and taking action based on
intelligence and advice from the very highest levels of international law enforcement; along with, top cyber

security experts to ensure that the broader ADAMS remains secure.

The Agency is also in contact with the relevant NADOs and IFs whose athletes are impacted by this latest data

release so that they can provide them with the necessary support.

We take this opportunity to clarify misinformation that is circulating in the media related to the purpose of TUEs.
In short, athletes may have ilinesses or conditions that require a particutar substance or method that appears
on WADA's List of Prohibited Substances and Methods (List). In such instances, they may be granted a TUE,
which gives them permission to take a substance or use a method. TUEs are only granted by IFs, NADOs and
Major Event Organizers (MEOs) following a robust review process that is defined in the International Standard
for Therapeutic Use Exemptions (ISTUE); and, evaluation by three physicians specialized in sports medicine
and/or other reievant specialties. Granted TUEs are subject to further evaluation by the relevant ADOs and
WADA. itis very unfortunate that athletes' TUEs are being debated publically on the basis of partial,

confidential, medical information. Athietes shauld not be required to publically justify their TUEs. The program is

hitps:/fwww.wada-ama.orglenimedia/news/2016-C8wada-statement-regarding-additional -data-teak-via-russian- cyber - hacker-fancy-bear 12
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a rigorous and necessary part of elite sport; and, it has overwhelming acceptance from athietes, physicians and

all anti-doping stakeholders.

- Please note that WADA is committed to providing updates as circumstances evolve.
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September 19, 2016

Cyber Hack Update: Data leak concerning 26 athletes
from 10 countries and 12 sports

The World Anti-Doping Agency (WADA) confirms that, again today, the cyber hacker Group “Fancy Bear”
released a batch of confidential athlete data on their website, which they illegally obtained from a Rio 2016

Olympic Games account of WADA's Anti-Doping Administration and Management System (ADAMS).

This time, the group released data concerning 26 athietes from 10 countries, including: 2 from Argentina; 1 from
Belgium, 1 from Burundi, 4 from Canada, 2 from Denmark, 2 from France, 8 from the United Kingdom, 1 from

Hungary, 1 from Spain and 4 from the United States.

The athletes are from the sports of Field Hockey, Athletics, Soccer, Handball, Cycling, Fencing, Rowing, Golf,

Swimming, Tennis, Archery and Gymnastics.

WADA s taking this situation concerning athiete privacy very seriously. The incident response team that we
have assembled is actively working with law enforcement agencies in Canada and elsewhere, and acting on
the intelligence obtained through our investigations to prevent any further intrusions. We are also consulting with

leading cyber security experts to ensure that no further information is accessed from the broader ADAMS.

The group obtained access to the Rio 2016 Olympic Games account through spear phishing of ADAMS users’
email accounts through which hackers oblained ADAMS passwords. We stilf have no reason to believe that

they have accessed the broader ADAMS system.

The Agency is in contact with the relevant NADOs and IFs whose athletes are impacted by this latest data

release so that they can provide them with the necessary support,

Should athletes, or other ADAMS users, have any questions or concerns; or, have encountered suspicious
activity in relation to ADAMS such as phishing emails, they are encouraged to contact the helpdesk
atadams@wada-ama.org or on +1 514 904 8800.

Please note that WADA is committed to providing updates as circumstances evolve.
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